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Kypucesa Apuna AnexcanapoBHa

AHHOTaNus

Mertonudeckas pazpaboTka mocpsieHa Teme «KommbroTepHas 0e30macHOCTh». B maHHOM
pa0oTe MOAHMMAIOTCS BOINPOCHI KOMIIBIOTEPHOM O€30IacCHOCTH, ONMMCAHHUS MEXaHU3Ma pPa3HbIX
TUIIOB BUPYCOB, METO/1bI OOPHOBI C BUPYCOM M €r0 OCIEACTBUIMHU.

Kpome TOro, paspaboTrka 1O3BOJIIE€T YYMUTEI0 M  CTYAEHTY BOCIIOJIb30BAThCA
Bo3MOokHOCTSIMU DOP «CoreAppy», koTopas MO3BOJIICT CO3/1aTh THOKHA KOHCTPYKTOp Kypca ¢
METOAMYECKUMHM MHCTPYMEHTaMH JUIsl BU3yaJdM3allMM M CO3JaHUS aJalNTHBHBIX CLIEHApUEB
oOyueHusi. B cBs3u ¢ »TUM 1mpouiecc oOydeHHs] CcTaHOBHTCS Oojee 3(P(EKTHBHBIM U
MOTHUBHUPYIOIIHUM JUIsI CTY/I€HTOB.

Jannass paspaborka MoxkeT ObIThb mone3Ha npenogasarensiMm CIIO, cryneHTam
CIELMaJIbHOCTEN 09.02.06 «CeteBoe u CUCTEMHOE aJIMUHUCTPUPOBAHUEY,
09.02.07 «MHpOpMaLMOHHBIE CHCTEMBI W IMPOrPaMMHPOBAHHE» TPU HU3YYEHUH TEMBbI

«KomnproTepHast 0€30MacHOCThY.
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BBenenue

B name Bpems, korja nudpoBbie TEXHOJOTHH CTAHOBATCS BCEe 0oliee BaXHBIMU BO BCEX
cdepax xu3HHU, oOecrieueHne OE30MaCHOCTH JAHHBIX U CHUCTEM SBISIETCS KIIIOUEBBIM ACTIEKTOM.
Tema "KomnbloTepHas Oe30MacHOCTh" SBISETCA KpaHE AaKTyaJbHOW Il CTYIEHTOB Kypca
CereBoro
Y CUCTEMHOT'0 aIMUHUCTPUPOBAHUS IO HECKOJIBKUM ITPUUYUHAM.

Bo-mniepBbIX, CHCTEMHBIC aJIMHHHCTPATOPHl OTBEYAIOT 3a 3alIUTy KOH(MUICHIIMAILHON
uHpOpMallUd U IEJIOCTHOCTh JAaHHBIX B KOMIIBIOTEPHBIX cucTemax. [loHMMaHHe OCHOB
KOMITBIOTEPHOU 0€30MacHOCTH MOMOXKET UM pa3padaThiBaTh U PEATU30BbIBATH CTPATEIMH 3allUTHI
uHpOpMaLnu.

Bo-BTOpBIX, CHCTEMHBIE AIMUHUCTPATOPHI JOJKHBI OBITH OCBEJOMIJICHBI O Pa3IUYHBIX
yrpo3ax 0€30MacHOCTH, TaKUX KaK BHUPYCHl, XaKepCKUe aTaku, (UIIUHT W JAPYrUe BHUJbBI
MOIIIEHHUYECTBA. DTO MO3BOJIUT UM pa3pabaThiBaTh U BHEIPITh MEPHI MO MPEIOTBPALICHUIO TAKHX
yIpo3.

B-Tperbux, cucreMHbIE aIMUHUCTPATOPHI JOJKHBI OBITH 3HAKOMBI C 3aKOHOJIaTE€ILCTBOM
B 00JIaCTH KOMIIBIOTEPHOI 0€30MacHOCTH, YTOOBI 00ECTIeYnTh COOI0IeHNE TPEOOBaHUI MO 3aIuTe
JaHHBIX U JMYHOM MH(OPMALIUU MTOJIb30BATENCH.

W, wnakoHel, 3HAaHME KOMIBIOTEPHON OE30MACHOCTH SBJISETCS BaXKHBIM HABBIKOM
JUISL  CHUCTEMHBIX  aJMUHUCTPATOPOB, M  MOXET TOBBICHTh HMX  MPOPECCHOHAIBHYIO
MIPUBJIEKATEILHOCTh
Ha pbIHKE Tpynaa. B menom, moHuMaHHe KOMITBIOTEPHOW O€30MACHOCTH SIBISETCS HEOThEMIEMOMN
4acTbi0 pPabOThl CUCTEMHOIO aJMUHUCTPAaTOpa, MO3TOMY 3Ta TeMa KpalHe akTyallbHa JUId
CTYJEHTOB JJaHHOT'O Kypca.

KomneroTepHast 6e30macHOCTh UMeeT OOJNbIIOE 3HAUEHHWE U IS CTYIACHTOB, M3YYaroIlIMX
WHOCTpaHHBIA S3bIK. B coBpemMeHHOM wMupe Bce Oosblne WHGOpMaluu OOMEHHBAEeTCs Ha
pPa3IMYHBIX S3BIKAX, W 3alllUTa 3TOM WHGOPMAIMK TaKXke TpeOyeT 3HaHWs SI3BIKOB. B KOHTEKcTe
M3y4eHUsT WHOCTPAHHOTO $3bIKA, CTYJEHTHI MOTYT CTOJIKHYTHCSI C TEPMHHOJIOTHEH, CBS3aHHOM C
KOMIIBIOTEPHON 0e30MacHOCThI0, Takoil kak "BpemoHocHoe IIO" (malware), "mmdppoBanue"
(encryption), "cereBbie yrpossl" (network threats) m npyrue. IloHnmaHue 3TUX TEPMHUHOB Ha
WHOCTPAHHOM SI3BIKE MOMOJKET CTYJIEHTaM B3aMMOJICHCTBOBAThH C KOJUIETAaMHU U CHEIHATNCTaMH B
00acTh KOMITBIOTEPHON O€30MaCHOCTH Ha MEX/TyHApOAHOM YPOBHE.

Bonee Toro, B coBpeMeHHOM HMH(OPMAIIMOHHOM OOIIECTBE 3HAHHME MHOCTPAHHOTO SI3BIKA
MOJKET OBITh TIOJIE3HBIM I U3YyUEHUS TUTEPATyphl, CTaTel, PyKOBOJCTB U JIPYTHMX MATEPUAIIOB 11O
KOMITbIOTEpHOU 0€30MacHOCTH Ha JIPYIHX SI3bIKaX, YTO MO3BOJIUT CTYIEHTaM IOJYYUTh JOCTYI K

0oJiee MUPOKOMY CIEKTPY HH(POPMAIIMH U PECYPCOB.
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TakuMm 06pazoM, MOHUMAaHKUE KOMITBIOTEPHON 0€30MacCHOCTH Ha HHOCTPAHHOM SI3bIKE MOXKET
3HAYUTENBHO PACIIMPUTH NPOPECCHOHATBHBIE BO3MOXKHOCTU CTYACHTOB M IOMOYb UM YCIICIIHO
MHTETPUPOBATHCSI B MEXKIYHApOAHOE COOOIIECTBO CIEHMAIMCTOB B 3TOH obmactu. B xoxe
M3YYEHHUS 3TOM TeMbI CTYACHTHI MOJy4yaT HEOOXOAMMbIEC 3HAHUS U HABBIKM, KOTOPbIE MOMOTYT UM
YCHEIIHO CIpPaBIATbCS C BBI30BAaMH B CBOeil Oynymied mnpodeccHoHambHOM aesTenbHOCTH. B
JAaHHOM METOIMYeCKoil pa3paboTke OyIyT pacCMOTPEHBl OCHOBHBIE ACHEKTHl KOMIIBIOTEPHOM
0€30MacHOCTH, BKIIOYas Yrpo3bl, METOJbl 3alUTHl HAa HMHOCTPAHHOM s3bIKe. BBIOOp TeMBbI
00yCIIOBJIEH HE TOJIBKO aKTYaJIbHOCTBIO 3TOW 00JIaCTH, HO U MOTEHLIUAIbHBIMU MEPCIIEKTUBAMHU JJIs1

HpO(beCCI/IOHaJ'IBHOl"O Pa3BUTHA CTYACHTOB.



OcHoBHasl YacTh

[lenp MeTOMWYECKOW pPa3pabOTKH: HCIOJb30BAHUE COBPEMEHHBIX TEXHHUYECKUX U
WH()OPMALIMOHHBIX ~ CPEICTB OOYYCHHMsS] Ha YpOKaXx HWHOCTPAHHOTO s3bIKA C  y4€TOM
po¢eCCHOHAIBHON HANPABJICHHOCTH 00pa30BaTEIbHBIX MPOTPaMM CpeHEro nMpodhecCuoOHaAIbHOTO
oOpa3oBaHus.

Oo6menpodeccuonanshas nucruumaa M/IK 03.02 «be3onmacHOCTh KOMITBIOTEPHBIX CETEH»
HaynHaeTcs ¢ TeM «COBpPEeMEHHBIE YTPO3bl CETeBON Oe30macHoCTHY, «BUPYCHI, YepBH, "TPOSTHCKUE
koHU"», «Tumel U MeTonbl aTak», «be30mMacHOCTbh CETEBBIX YCTPOMCTB». MBI peKOMEHIyeM
MIPOBOJIUTH JIAHHOE 3aHSATHE COBMECTHO CO CHEIIIPEAMETOM, T.€. HHTETPHPOBAHHBIA YpPOK, JTHOO
MOCJIe TIPOXOXICHUS TAaHHOW TeMbl Ha 3aHATHSAX IO oOmenpodeccnoHalbHON nuciuIumae. B
MEPBOM CJIy4ae y CTYACHTOB IMOSBHUTCS BO3MOXKHOCTh CHHXPOHHU3UPOBATh U AKTYaIM3UPOBATh
3HAHUS, TOJTYYCHHBIE MO0 MPEeIMEeTy Ha POJHOM S3bIK€ M MPUMEHUTh UX HA YPOKE HHOCTPAHHOTO
s3bIKa. B JaHHOM citydae oTnazeT HeoOXOIMMOCTh B CHSTHH JIEKCUUECKUX, I3bIKOBBIX TPYAHOCTEH,
a TakkKe B IMOBTOPHOM OOBSICHEHWH [AaHHOTO Marepuana. B ciydae mpoBeneHus ypoka Io
WHOCTPAHHOMY S3BIKY TIOCJIC 3aHSTHS MO CIEUIIPEAMETY Mbl PEKOMEHIYEM MPOKOHCYJIBTUPOBATHCS
C MpernojiaBaTesieM CHEUANTbHBIX TUCIUILIAH, YTOObI HH(pOPMAIUI HA 3aHATUSX ABYX TUCIUILINH
He nyOnmupoBanach, TEM CaMbIM CcJleAys OOMIeNUIAKTHUYECKOMY MPUHIUIY HOBH3HBI, TaK Kak
coJiepkaHue yueOHOro MaTepuasna JOJDKHO BBI3BIBATH HHTEPEC 00YJAIONTUXCS MPEXK/IE BCETO CBOCH
BBICOKOM HMH(POPMATUBHOCTHIO. 37€Ch K€ MBI HAONIOAaeM W TMPUHIMI  OpTraHU3AIUH
MeJarOru4ecKoro Mpouecca: CBA3b C JKU3HBIO U IPOU3BOACTBEHHOM MPAKTUKOM, a TaKKe MPUHIIMIT
eIMHCTBA 3HaHUU U yMeHu#. [lonyunB 3HaHUS HA ypokax 00meoOpa3zoBaTeNbHON TUCIUIUIUHEI, Y

CTYACHTOB ITOABUTCA BO3SMOKXHOCTDb IPUMCHUTL CBOU 3HAHHA HAa YPOKaX MHOCTPAHHOT'O A3bIKA.



Ili1an-koHcneKT ypoka no reme « KomnbrorepHasi 0e30acHOCTD.
|. HauanbHbli 3TaN ypoKa
a) IPUBETCTBUE, OPraHU3aLlMOHHBIA MOMEHT
YuuTtenb NMPUBETCTBYET CTYJAEHTOB, OTMEYAeT OTCYTCTBYIOIIMX, HACTpauBaeT Ha pabouuid
nan.
1. OcHoBHO¥ 3Tan ypoka
a) BBEJICHHE B PEUYEBYIO CUTYAIIHIO, TOCTAHOBKA MPOOIEMBI
Yuurtenb MPOCUT CTYAEHTOB MPOCMOTPETh BUAECO HA CBOEM KOMIIbIOTEpE Ha LU(PPOBOM
pecypce CoreApp.YuuTtenp 3apaHee co3lan YpOK U yINPaKHEHUS K 3TOMY YPOKY Ha 3TOM caiite

https://coreapp.ai/app/player/lesson/65¢cf0f39106c6a27644d97a2.

VY o0ydJarommxcsi ecTh JOCTYNl K CBOEMY JIMYHOMY KaOWHETY, IJie OHM WHIMBHIYaTbHO
BBITIOJHSAIOT 3a/1aHUs, MOTYT YBUJETb KOMMEHTapHUU YYMTENSA 110 XOAY UX BBIIOJHEHMS, a TAKKe
BUJAT KaKH€ 3a]JaHUS BBIIIOJIHEHBI BEPHO, a KAKUE HET.

C 5TUM BHIIEO CTYIEHTHI OYAYyT padoTaTh Ha MPOTSHKEHUU BCETO 3aHATHUS. J{JIs1 TOCTAaHOBKU
poOJIeMBbl CTyIeHTHI pocMaTpuBaioT 1 munyTy 10 cekynna Buzeo.

[Tocne mpocMOTpa CTyA€HTHI 03BY4YMBAIOT TEMY, LIEJIN U 3a7a4d 3aHATUS.

0) coBepILLICHCTBOBAHHE HABBIKOB IIOMCKOBOI'O UTEHHSI

MPEATEKCTOBBIN ATAIl

«/Inst oObIBaTenelt xakep He KaXKeTCsl CTPAILIHBIM MPECTYITHUKOM U TPYJIHO OLIEHUTH YILEepO,
HaHECEHHBIN UM.

Yro BBl MOXeTe cKa3aTb C TOYKHM 3peHus npogeccroHana? J[oMKHBI Ju OBITH XaKepbl
HakazaHbl? [Touemy? HazoBure npumeps»

TEKCTOBBIN JTall

Urenne 1. Tenepp naBaiiTe NMO3HAKOMHMMCS C HEKOTOPBIMHM IPELEIEHTAMH B MHPOBOU
UCTOPHUU XaKEpPCTBA.

[TpounTaiite Tekct B 1 pa3 M HailauTe CleAyrONIYI0 MHPOPMAIUIO: KaK 3BaIM M M3 KaKUX
CTpaH ObUIM 3TU XaKephl?

CTyaeHTbl YUTAIOT TEKCTHI U HaXOAAT HYXKHYIO HH(pOpMAIHIO.

Yrenue 2. [IpounTaiiTe TEKCTHI €111€ pa3 ¥ OTBETHTE HA BOIIPOCHI K HUM

CTyneHTel 4YMTAlOT TEKCTHl €II€ pa3 M HILYT OTBETHl HAa BOIPOCHI, COCTABIISAIOT
MPEAJIOKEHUS, 3AMUCHIBAIOT UX B TETPALb.

B) BBEJICHHE HOBBIX JIEKCHUECKUX €IWHUII, UX EPBUYHOE 3aKpEIlICHNE

VYuutens npeanaracT BHUMAHHUIO CTYJIEHTOB IPEMJIOKEHUSA, B KOTOPBIX BCTPEYarOTCs
(bpa3oBble I1AroJibl, CB3aHHBIE C KOMIIBIOTEPHON 0€30I1aCHOCTBIO U XaKepaMu

break into hand over hacker=crook


https://coreapp.ai/app/player/lesson/65cf0f39106c6a27644d97a2

get into log on track(down)

hack into phone up scroll down/across

M3 xoHTekcTa CTYACHTLI OOraAbIBAOTCA O 3HAUYCHHUHW HOBBIX JICKCHMYCCKHUX CIAWHMUII. (CM.
Ipusoxenne, 3axanue 3)

F) COBCPUICHCTBOBAHUC HABBIKOB MOHOJIOTHYECKOMH pcun

CrynenTam npeajiaraetcsi BbIOpaTh OJHY U3 UCTOPHI TEKCTa M NEpecKaszaTh €€, UCIOIb3ys
HOBBIC JICKCUYCCKHEC CpPCIACTBA. IlomuMoO camoit HUCTOpUHU UM H€06XOHI/IMO onucatb MEXaHHU3M
pa6OTBI BHUpPYCa, a TAKXKE OIMAaCHOCTh U MOCJECACTBHUA, K KOTOPBIM ITPUBECIJIa XaKEPCKasl aTaka.

I[J'IH 06yqa}om1/1xc;1 C BBICOKMM YPOBHEM IIOAIOTOBKH MpEIaracrcsa BbIIIOJIHUTb 3TO
3aJaHUC CaMOCTOATCIIBHO, a IJIA OGy‘laIOHII/IXCH C MOHMWKCHHBIM YPOBHEM IIOAT'OTOBKH YUYHUTCIIb
JIaeT 3apaHee MoAroToBIeHHbIH 111a0oH (cM. Ipuiiokenue, 3axanue 4).

CocTaBuTh cBO€ BbICKa3biBaHUE OHU Takxke MoryT Ha ODP CoreApp

Make up a story
Put the sentences into the chronological order
‘ The crook hacked into the post office system in Taiwan and Germany in 2004.
' ‘ A teenager from Germany, Sven Jaschan, was tracked down by police.
~ ‘ The virus attacked different operating systems via Internet.
The virus paralyzed the communications between drivers and signal boxes.

> ost office system.

5 10 passengers got stuck in Australia, because of this attack.

Ha sro 3amanme otBomutcst 10 muuyrt. Ilocine 3Toro yuurens 3aciylIMBaeT OTBETHI
CTYACHTOB, OHU 00OMEHMBAIOTCS MHEHHUSIMH 110 TEME.

) COBEPILIEHCTBOBAHUE YMEHUN ayJMpOBaHUs

VYuaruecst BO3BpaLIATCS K MPOCMOTPY BUieo Ha miatdopme (1o 1.40 MuHYTHI).

Bo BpEMA IMPOCMOTpa BHUACO UM MNPCIaractcs MNpOAOJIKATHL BBIINOJHATH 3aJaHUAd Ha
JJIEKTPOHHOM pecypce: 3allOJIHUTh MPOIIYCKA HNOAXOMAIMMHU 110 CMBICIY CIOBaMHA W TE€PMUHAMH,
KOTOpbIE BCTpEYaIMCh MM B 3aJaHuM l(TekcT mpo xakepoB). Ilpumepsl 3amanus uHTEpdeiica

IIPE/ICTaBJICHbI HA PUCYHKE 1 U puUCyHKe 2.



Fill in the gaps
o mnplate the ol r sentnoas whils wats hing the video.
1. 750 bt i shond o L someathing. This hars s Brain, This isa | floppy digk - v and & QUArtsT-ing hio ppy disk

imfscted biy Brain. 1S the firstwirls wiesver found for PG computars.”

2. "rdoiwr, 19BG. P its 2001 That's 26 yaars ago. Tha probkem s 26 wears obd now. 50 halfa year ago, |
deckied o go o Pakistan mysslf 50108 866, MEreSa  pogs kistan.”
3. "Faorexample, lat's go with theCentpedsyirus first. P I, theres a centipads
W2
ACTOSS YO Ur coMpUTEr wihenyou geti
PCvingg
4. “Today, virless arsa Global probkem. WHRATWERAE o v e cacig s cm i m o e s T OLIESYETEMS THAT WA TLIN N
(Puc. 1)

B. “What we meed s moreg bbal, international law enforesmant wark to find onlive criminal gangs -- thess organ Bed gangs

that ars makireg millians out of thalr attacks. Thats mush morsimpo ma nEtha h runnireg & nki-virusss ar runnirg

HepepHa
fire -division wall

Mo NpoBoBETE BWE pEd

S RO MDA OEH C Ol B Bl L 1 T & T T ] —-—
(Puc.2)
€) 3aKperieHne MaTepuana
MpbI HIeHTH(PUITUPOBATH OCHOBHBIE THITHI BUPYCOB.
Kax oHM Ha3wIBaroTcs?
VYuutens npeaiaracT COOTHECTH BUPYC M HH(POPMAIIHIO O HEM.

How the virus works
Match the mechanism of the virus and facts about it with its name

HesepHo

a millipede runs there’s a guy the siren invented in
across the top 3 walking across sounds terribly i Russia in 1992
of your - your screen loud
computer

the virus

infects all

documents

that are

opened or

closed

Centipede Walker Trojan Crash

the program opens access to the system to someone else
it can steal money from your online banking accounts

I11. 3akaounTeabHBIH 3TaN YPOKA
a) pabota B rpytie
VYuutens BMecTe CO CTyJE€HTaMU BCIIOMUHAIOT BCE TO, O YEM OHU TOBOPHUJIM HA 3aHATHUU.
VYuurens 3aaeT BOMPOC: MOKHO JIM IPEIOTBPATUTh KUOEPIIPECTYIICHUS?
Hamr cniukep gaet cBoit 0TBET Ha 3TOT Bonpoc. Ho, mpexkie 4yem Mbl YCIIBIIIMM €r0 MHEHHUE,

MNpCaAIOKUM CBOU BApUAHTHI.



VYuurens npeasaraeT CTyJ€HTaM pa3[eNUTbCs Ha TPYMNNbl U COCTABUTh WHCTPYKLHIO IO
0€301acHOMY HCII0JIb30BAaHUIO CETH.
Ha nnardopme CTyAeHTBl YBUAST T€ MYHKTBI, KOTOPBIE OHU JIOJKHBI OCBETHTH C CBOEM

OTBCTC.

Final Part

Recommendations for defending the Net

Prepare your recommendations for defending the Network.
For your answer you can use the main points:

e frequent software and operating system updates

e real punishment for hackers

e active cooperation with white-hat hackers

e active cooperation between international organizations and countries

e creation of international requirements and legislation in the field of cybersecurity

e participation in international forums and conferences on cybersecurity to exchange experiences

& n
MpukpenuTb dann Y/ 3anucaTb ayauo-oTBeT

Jlydmiast MHCTPYKIMS, B KOTOPOH HamOoJiee MOJHO M MCYEPITBIBAIOIIE PACKPHIBACTCS TEMa,
OyzeT moMeIeHa Ha caiiT 00pa30BaTENIFHOTO YUPEKICHHS.

CTyAEeHTBI 3alUIIAI0T CBOU MPOSKTHI, BRIOUPAIOT JIYUIINH.

[Mocne 3Toro UM npeanaraeTcst JOCMOTPETh BUIEO JI0 KOHIIA U Y3HATh OTBET CIIMKEPA.

0) moJBeiIeHUE UTOTOB, pedIeKCHs

Ha mnardopme yuuTenp MpOCHT 3amoyiHUTh 070K oOpatHoi cBsi3u (It was known for me
that..., I have learnt that.... Now I know that.... In my future profession I can... Now I can...... in

practice) muist moiBECHNST UTOTOB 3aHATHS
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Results

It was known for me that...

| have learnt that...

Now | know that...

In my future profession | can...

Nowlcan........... in practice.
BeeauTe oTBeT
1
lony6bkuHa AHHa & TNpukpenuTb dann

B) BBICTABJICHHE OLIEHOK
Ha mnardopme yunrtenp MOXET BHIETh CTATHCTHKY BBIOJHEHHBIX 33JaHUN 1O YPOKY, a
TaKKe pe3yJIbTaThl KaXKJI0r0 Y4eHUKA OTACIIBHO.

MpocMoTp pesynbTaToB No
BCEMY K/accy cpasy

OTBeTbl Ha BCEX

CTpaHuuax
v u O,
il BbIKNIOUUTD pexum TIPOHEHESpHO~ 223
1
NpoCMOTpa CTaTUCTUKU \ MpoiiaeH HesepHo - 22%
BH)(0)(E] [ ] Henpoitner - 56%

MpocMoTp pe3ynbTaToB No — -
KaXaoMy yYeHUKY OTAENbHO = |®| Bnpouecce npoxoxaeHus - 0%

DAMUNUA 3ANAHUI BbINONMHEHO

|#| He nokasaHbl n3-3a paHaOMM3aLmm

- . o n

YauTenb BEICTABISCT OLICHKHU, aCT pCKOMCHAAlINH 110 I[aJ'IBHefIH.IeMy YCBOCHUIO MaTe€puaja.
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3akiroueHue

Cogepxanue y4eOHOrO 3aHSATHS COOTBETCTBYET TeMme pa3paborku. Jlns mpoBemeHus
JAHHOTO YpoKa Obuth 0ToOpaHbl Hanboee 3(hGeKTUBHBIC TIeaaroruyeckie GOpMbl: UCCIICOBAHNE,
peayiMzanus MPOEKTa, MeNaroruyeckue MeToAbl: 1) MHTEpPaKTHUBHBIE METOJbI: METOJ MO3TOBOTO
mrypma, metof ucnoiszoBanus UKT; 2) meToasl npobiemMHOro o0yueHus: U3JI0KEHHE MaTepralia
gyepe3 MOCTAaHOBKY MPOOJIEMbI, TIOMCKOBBI METOJ, MCCIIeN0BaTeNIbcKuii MeTo. Kpome Toro, Ha
3aHSATHU OBUTA MPUMEHEHBI CIEAYIONINE NEAArOTHYSCKUEe TEXHOIOTHH: HHTEPAKTUBHBIE MMOIXO0/IbI B
yueOHOM Tpolecce, TMeNaroruka COTPYAHUYECTBA, TEXHOJIOTHS Pa3BUBAIOIIEIO OOYy4YeHHUS,
TEXHOJIOTHS TPOOIEMHOTO O0yYCHHSI.

B nanHOll paspalboTke mpeacTaBi€HAa MEXIpEeIMETHas CBA3b 00UenpodecCuOHaIbHON
muctummuael MJIK 03.02  «be3omacHOCTh KOMIBIOTEPHBIX CETE» W 0011e00pa3oBaTeIbHOM
mucturinHbl OYI1.04 «MHOCTpaHHBIN SI3BIKY.

[Tpunuun npodeccruoHanu3anuy ObLI YCIENIHO HCIONb30BaH, MOCKOJIbKY Ha ypOKe ObLI
chOpMUPOBaH  TPHKJIATHOW  MOIYJIb  TIO  TPUMECHCHHIO  TEOPETHYCCKHX  3HAHUI
0011e00pa3oBaTeIbHON UCIUILTUHBI B KOHTEKCTE OymyIiel mpodeccuu CTyICHTOB.

[Tpunumn nudpoBU3aLKK Takke ObUT UCIOIB30BaH B IAHHOW paboTe uepe3 HCIOIb30BaHHE
MIPUKJIAIHBIX IPOTPAMMHBIX CPEACTB U AJIEKTPOHHBIX 00pa3oBaTenbHbIX pecypcoB (DOP) Ha ypoke
(B wactHOCTH, OBLT HCIONB30BaH cepBrc COreApp). DTo MO3BOJIMIO CIeNaTh YU€OHBIN MpoIece
0ojice WHTEPAKTHBHBIM M JOCTYIHBIM JUIsI CTYJIEHTOB, a TaKKe aKTyaJu3upoBaTh Yy4eOHBIN
MaTepuai ¢ UCMOJIb30BAaHUEM COBPEMEHHBIX TEXHOIOTHA.

[lenpto MeToaMuYECKON pa3paboTKU OBLIO HCMONH30BAaHHE COBPEMEHHBIX TEXHUYECKUX W
WH()OPMAIIMOHHBIX ~ CPEJICTB OOYYCHHsI Ha ypOKaX HWHOCTPAHHOTO SI3bIKa € Y4ETOM
npoeCCHOHATFHON HANpPaBICHHOCTH 00pa30BaTEIbHBIX MPOTPAMM CPETHETO MPOPECCHOHATHLHOTO

O6p330BaHI/ISI. IlocTaBnenHas nenp ¥ 3aa4 HAMH ObLIH AOCTUTHYTBI.
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puiioxkenune
3apnanue 3. [lpouuraiite npemnoxenus. Jloramairecb O 3HAYCHUH BBIJACICHHBIX

(b pa3oBBIX IIaroJioB.

break into hand over hacker=crook

get into log on track smn (down)

hack into phone up scroll down/across

1. Some hackers hack into systems to get commercially valuable information.

2. Breaking into a system is strictly illegal nowadays. One can get a real punishment
for that.

3. Crooks may phone up, pretending to be from your company or from the bank,

and asking for personal information including your 1D, address, user name, passwords.

4. Hackers may use a variety of ways to get into a system. Hackers may ask for your
password, or simply guess or crack it. They also can use your PC while you are logging on.

5. Don’t hand over your password to anyone who asks for it.

6. The sensational case of Jeremy Hammond. He received 10 years in prison for
interfering in the work of the Stratfor intelligence agency, which in the United States is
considered the "second CIA". How did The FBI track him down? Most likely, they caught the
most stupid one and promised either freedom or a monetary reward.

7. There are several options for how we want to scroll across a webpage: we can
scroll through the webpage slowly with a defined speed, go up or down to a specific element, or
go straight to the top or bottom of the page.

3ananue 4.

1. Think of the answers that produce the following questions:

1.When did an Internet worm, called Sasser, knock out post office computers?

An Internet worm, called Sasser, knocked out post office computers..........

2.What Operating systems did the virus attack?

The virus attacked...........

3.Who admitted that he was the author of the virus?

................... ,hamed ......., admitted that he was the author of the virus.

4. What was the result of cutting the communications between drivers and signal boxes?
As a result of cutting the communications between drivers and signal boxes..............

2. Make up a story. Put the sentences into the chronological order.
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A. The crook from Germany, named Sven Jaschan, hacked into the post office

system in Taiwan and Germany in 2004.

B. Sven Jaschan was tracked down by police.

C. The virus attacked different operating systems via Internet.

D. The virus paralyzed the communications between drivers and signal boxes.

E. The attack crashed the post office system.

F. As a result, about 300,000 passengers got stuck in Australia, because of this

attack.
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